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With Amazon’s EC2, Google’s

AppEngine, and now Microsofts Azure, cloud
computing looks a lot less like some catch-all
concept in the distance and more like a very
real architecture that your data center has a
good chance of being connected to in the near
future.

If that happens, more than the technology
must change. The IT organization, and how IT
works with business units, must adapt as well,
or companies won't get all they want from
cloud computing. Putting part of the IT work-
load into the cloud will require some different
management approaches, and different IT
skills, from what's grown up in the traditional
data center.

These include strategy questions, such as de-
ciding which workloads should be exported to
the cloud, which set of standards you want fol-
lowed for your cloud computing, and how

you'll resolve the knotty issues of privacy and
security as things move out to the cloud. And
there’ a big question of how, and how quickly,
business units get new IT resources. Should
they help themselves, or should IT remain a
gatekeeper?

There are different vendor management skills.
Staffs experienced in managing outsourcing
projects will find parallels to managing work in
the cloud, like defining and policing service-
level agreements. But there’ a big difference in
that cloud computing runs on a shared infra-
structure, so it's a less-customized deal. Some
compare outsourcing to renting a house and the
cloud to getting a room at a hotel.

With cloud computing, it may be more diffi-
cult to get to the root of any performance
problems, like the unplanned outages we've
seen this year of Googles Gmail and Workday’s
human resources apps. Monitoring tools are
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available to give the cloud customer
insight into how well the cloud work-
loads are performing, so customers
aren't totally dependent on the say-so
of a cloud vender. But remote moni-
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1. Faster Approvals Clouds, public or
private, promise faster server provisioning.
If approvals take weeks, it's a problem.

2. Collaboration Systems admins, net-
work managers, security pros, developers
must team up on templates from which
virtual servers will be generated.

3. Private Cloud Plan for part of the
data center as a private cloud—pool of vir-
tualized x86 servers to link to public cloud.

4. What’s In? What to run in public
clouds, without risking data or perform-
ance, draws on tech and business savvy.

5. Relationships Like outsourcing,
know vendor strengths and weaknesses,
SLA, and visibility into your workloads.

toring app performance—seeing the
app performance an employee or cus-
tomer sees in response times and ex-
pected results—may be a skill that IT
staffs must still develop.

Many existing data center skills will
apply to cloud work, in slightly modi-
fied form. Since clouds are highly vir-
tualized environments, the x86 and
virtual server expertise 1T has built in
recent years may transfer into creating
the “virtual appliances” that are
shipped off to run in the cloud.

But that also leads to a change—
and a need for increased collaboration
across disciplines. When constructing
a virtual machine for use in the cloud,
it may be critical for a system admin-
istrator, network manager, and infor-
mation security officer to collaborate
up-front on the design of specific VM
types. These templates of servers—
golden images—will become the
guide used over and over as thou-
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sands of VMs are cloned from the pat-
tern captured in the template.

In the past, these skills have been
applied at different times in the pro-
visioning of a server, with the security
officer too often coming in at the
end to inspect other people’s work
and impose any overlooked security
measures. As virtual machines get
cloned by the dozen, there’s no
chance for errors of any kind to be
caught just before deployment. The
three crucial disciplines must work
together interdependently.

Understand, cloud computing isn't
yet a reality at most companies. But
that could change fast. This year, al-
most half of companies (46%) say
they’ll use or are likely to use cloud
CPU, storage, or other infrastructure
services, given the economy, according
to an InformationWeek Analytics survey
(see chart, p. 27). A year ago, less than
a third (31%) had that positive view.
For software as a service, 56% will use
it or are likely to.

There are still plenty of doubters.
Variable computing capacity like
Amazon’s EC2 has its niche, but
legacy enterprise apps aren't leaving
the data center, and you can’t send
critical business data to the cloud. But
looking at the services being offered
by Amazon, Google, and Microsoft—
whose Azure cloud platform goes into
full production Jan. 1—others see
new, overpowering economies of
scale. Listen and you can already hear
authoritative voices saying cloud
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computing is changing the way they
view IT—and how IT will be viewed
at their companies.

A Michael Jackson Moment

Greg Taylor, senior systems engineer
at Sony Music Entertainment, is re-
sponsible for the computing infrastruc-
ture behind Web storefronts for hun-
dreds of performers. Earlier this year,
he built surplus capacity for Michael-
Jackson.com and other leading musi-
cians’ stores. MichaelJackson.com, for
example, could process transactions
and record comments from 200 shop-
pers at a time, well beyond expected
traffic levels.

You know what comes next. Upon
the star’s unexpected death June 25, the
site was overwhelmed with people
wanting to buy his music or simply
commune with other grieving fans.
“Our site became the water cooler for
everyone wanting to remember Michael
Jackson,” says Taylor. More than a mil-
lion people tried to access the online
store over the next 24 hours. Many
wanted to post comments but could
not. The servers stayed up, but not
everyone who wanted to find album in-
formation and background on Jackson’s
music could be served. Worse, many
would-be purchasers were lost as traffic
clobbered what was already “a very
database-intensive” site, Taylor says.

Sony Music’s top management un-
derstood Jackson’s death had been an
unexpected event but considered it un-
acceptable to have people trying to
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reach the company’s music sites—and
spend money—not get served. The
problem couldn’t be solved in the con-
ventional way by throwing more hard-
ware at it. That’s because Sony Music
had too many stores and no way to
predict which artists would be hit next.

In response, Taylor rearchitected
Jackson’s and other popular artists’
stores so that traffic can be split into two
streams: for people trying to buy, and
for those just seeking information. The
transactions remain on the core store
site hosted by dedicated Sony servers.
During a traffic surge, visitors seeking
album or background information may
be shunted off to a matching, read-only
site powered by servers in the Amazon
EC2 cloud. Many companies share
those servers, keeping their costs low,
while there is always surplus capacity to
handle individual store spikes.

Cloud servers under the Amazon
agreement can scale up to as many as
3.5 million to 5 million visitors per
day, Taylor estimates. In a big traffic
spike, visitors still might not be able to
immediately buy an album, but they're
unlikely to go away miffed at not be-
ing able to get any information.

“It changes the way you look at IT,”
Taylor says of the cloud option. Its no

longer a question of having direct con-
trol all the time over the resource. It's
rather a question of what needs to be
under his immediate power in the data
center versus what’s suitable to be
moved off to the “elastic,” public
cloud, where at a moments notice he
can “fire up 10 more servers.”

In the future, any business with the
need to both conduct transactions and
serve large amounts of content may
find itself adopting a similar solution.
Transactions and customer data remain
in-house, but read-only content that
poses no threat to customer privacy or
data center security can be shipped off
to the cloud. If spikes in the on-prem-
ises data center could be shipped off to
the cloud, the enterprise could make
do with a smaller data center requiring
less capital expense.

It’s the “magical world of cloud burst-
ing,” as Gordon Haff, a virtualization
and cloud analyst at [lluminata, de-
scribes it. Its difficult to execute today,
in part because no one quite trusts ship-
ping off part of the workload of critical
applications or customer data. There are
also unresolved regulatory issues. For IT
leaders, its going to raise new questions
about what’s a core competency that
must stay in the data center—managing
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personal data, perhaps, or transac-
tions?—and what should go to a cloud.

Companies have already been mak-
ing some decisions along those lines, by
using software as a service for apps such
as HR and employee benefits. “You
don't become a market leader through
better 401(k) administration,” Haff says.

Software testing and quality assur-
ance are two common early uses of
Amazon’s EC2. A variation is applica-
tion-migration staging, where an app
upgrade is tested in the cloud in a du-
plicate of the data center’s production
environment. As cloud computing be-
comes more commonplace, more test-
ing and software development will
likely occur in the cloud.

Ideally, developers can create Web
apps using a cloud development plat-
form for the environment in which that
app will be deployed. IT then can skip
the usually painful transition from de-
veloper source code to code that’s ready
for the deployment environment. Mi-
crosoft has picked up on the potential
of this model and will offer TeamSystem
Server in Azure—it has even reached
out to PHP and Eclipse users to try to
get them to use Azure development
services, such as version control.

What’s tougher is to decide which
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IT organization

® ® ® OO | Cloud computing can give IT another
tool in creatively meeting business needs, either faster
or more efficiently, especially when tied to internal
cloud-like data center resources.

® ® ® ® O | Some workloads don’t make sense for
cloud computing.IT teams must be ready to change
the organization and skills as needed, but also steer
companies away from too risky strategies.

Business
organization

® ® ® OO | Cloud computing offers the potential
for more variable computing resources, letting
companies tie IT spending more closely to need and
to be more reliable during peak demand.

® ® ® O O | Outages and data loss are the biggest
risks, with cloud requiring new relationships with
providers, clear understanding of their security,and
more emphasis on monitoring end-user experiences.

Business ® ® ® ® @ | raster time to market offers the ® ® ® OO | Companies can squander both these
competitiveness biggest potential strategic advantage, with lower total  advantages unless their policies keep up—faster
costs as a critical operating advantage. approvals to take advantage of cloud deployment, and
proper controls to assure spending doesn't spiral.
Bottom ® ®0® 0O Cloudcomputing’sin the early-adopter stage, but IT leaders must anticipate how it can change
line ® ® ® ® O [T organizations, skill needs, and business relationships in order to wring out cloud’s full value.
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CLOUD SKEPTICS

Won't do it,
regardless of economy

23%
Less likely to do it }——/

In the current economy, how likely are you to use cloud computing (online CPU, storage, etc.)?

Data: InformationWeek Analytics survey of 360 business technology professionals

Will continue to do it

Will absolutely do it

More likely to do it

among your business production ap-
plications, if any, can move out as well.

Chris Steffens, chief technical archi-
tect at Kroll Factual Data, a supplier of
credit rating reports and other finan-
cial analysis, is well acquainted with
that problem. His firm’s business con-
sists of analyzing large amounts of fi-
nancial data and preparing reports,
and he copes with large spikes in data
center activity. “We would very much
like to play in the cloud,” he says, but
so far, he hasn't seen a way to do so.

For one thing, any customer data
must meet an array of national and
state privacy regulations, and a cloud
service provider somewhere other than
Kroll’s Loveland, Colo., location would
complicate compliance. “There’s not a
uniform set of guidelines on what stan-
dards and systems you can use to se-
cure your data,” he says.

There are some de facto cloud secu-
rity standards—SAS 70 data center se-
curity audits, for example—but there
are no data-handling standards for the
CEO, CFO, and CIO to rely on. For
now, sensitive data must remain on
premises or released only to partners
known to be operating trusted systems.

Boundaries Will Be Blurred

Even if data handling could be re-
solved, there’s an organizational road-
block: an entrenched division within

IT between data center operations and
development staffs, with each only par-
tially heeding the interests of the other.

In operations, a system administra-
tor typically gets to know an applica-
tion and its server well, while a pro-
grammer learns network protocols,
APIs, and coding languages well. In
cloud operations, the system adminis-
trator’s role changes. The admin has to
trust someone else to do the conven-
tional role of directly managing a
server. And in order to access a server,
the admin needs to understand more
programming skills, like the SOAP or
REST Web services protocols and how
to deal with virtual machines in a dis-
tributed environment, which may re-
quire an understanding of PHP,
Python, or one of the other scripting
languages.

“The system administrator as some-
thing distinct from programmers will
collapse,” predicts Jason Hoffman,
founder and CTO of 6-year-old Joy-
ent, a virtual data center provider. He
maintains that the skills needed to run
in the cloud are so different from those
in the conventional data center that
third-party providers such as Skytap,
Elastra, and RightScale will manage
workloads for their customers in the
cloud, like converting a workload
from physical to whatever virtual ma-
chine image is required by the cus-
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tomer’s cloud of choice.

The line between system administra-
tor and programmer is blurring at Na-
tional Retirement Partners, a startup
whose advisers help companies choose
401(k) retirement plans. Adam Sokolic,
senior VP of operations, says he can de-
sign a tool that he knows a 401(k) plan
adviser needs, and a system adminis-
trator, without sophisticated program-
ming chops, can develop it for use with
Salesforce.com CRM. The admin writes
it in Apex, the programming language
for Salesforce’s Force.com application
development platform.

Customizations let advisers do tasks
such as integrate information on
would-be customers from Microsoft
Office and Outlook into Salesforce,
and move customer data to mobile ap-
plications for smartphone access.

Sokolic steers this IT effort as a tech-
savvy accountant. The ability to quickly
add new tech tools is a key piece of
how the company, No. 2 on Inc. maga-
zine’s list of the fastest-growing compa-
nies this year, hopes to add to its roster
of 150 advisers. “We use Salesforce-
based tools to recruit,” he says.

Developers at Japan Post are finding
they can get new tools out faster on
cloud platforms, but first they had to
learn agile application development.
Japan Post, an insurance, banking, and
postal service conglomerate with about
70,000 employees, built customer con-
tact and accident-claim reporting apps
on the Force.com platform.

It took about one-fourth the time and
cost it would normally require to de-
velop an app and deploy it on conven-
tional infrastructure, says Yoshihiko
Ohta, a senior general manager with
Japan Post. A downside to Force.com is
that developers can’t do every cus-
tomization they would like. But with
core app logic and many interface func-
tions pre-built, some apps can be devel-
oped in days. That begs for a more agile
approach, of quick builds and frequent
business-user reviews. Ohta recom-
mends that teams on Force.com train
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developers on the agile process first.

Cloud computing could move too
fast for many business technology op-
erations—the business-unit users and
IT teams. That may require changes in
policies, in terms of IT approvals, proj-
ect management, portfolio manage-
ments, and even IT budgets.

When a business-unit manager re-
quests server capacity today, it’s often a
six-week endeavor. The server must be
ordered, unpacked, configured, and de-
ployed. With virtualization, a new
server can be spun up from a template
or, better yet, a golden master image,
pulled out of storage. Management soft-
ware from VMware, Citrix Systems, and
Virtual Tron (now part of Oracle) pro-
vide a lab manager front end, usually a

Web portal, where end users select the
type of server they want and can self-
provision it, if the system allows it.
Chargeback systems can automati-
cally bill departments for the resources
the users consume. Add in the variable
capacity of external clouds, and it’s
easy to see how one IT headache goes
away—and another whopper could
quickly take its place. IT leaders must
learn to set up systems so that users are
given rights to provision servers and
access resources that match their roles.
If the approval process for new
servers doesn’t match this speed, busi-
nesses will miss out, and IT risks a new
form of user backlash. “The business
processes need to reflect what virtual-
ization is capable of doing,” analyst
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Halff says. “If you can spin one up in
60 seconds, that will do no good if it
still requires three weeks of approvals.”

What'’s Inside, What’s Outside

The last change we’ll point out is
that the line between server virtualiza-
tion inside a company’s data center and
public cloud computing from the likes
of Amazon will also blur.

The skills that data center pros have
honed around virtualization of x86
servers won't be wasted as they try to
push some capacity to public clouds.
For any foreseeable future, trying to
move a workload from inside a data
center to a public cloud via live migra-
tion will take deep knowledge—
whether the move is taking place be-

Cloud Computing’s Portability Gotcha

here were a couple of “aha” moments for me at

the Interop conference’s Enterprise Cloud Sum-

mit this month. The first was that some compa-

nies are already storing hundreds of terabytes of
data in the cloud. The second was that it can be a slow
and expensive process to move that data from one service
provider to another.

The subjects came up in a panel on cloud interoper-
ability, where the discussion shifted from APIs to cloud
brokers to emerging standards. The panelists were Jason
Hoffman, founder and CTO of Joyent; Chris Brown, VP of
engineering with Opscode; consultant John Willis of
Zabovo; and Bitcurrent analyst Alistair Croll. The gist was
that we're still in the early days when it comes to cloud
interoperability and that while Amazon’s API may be the
center of the cloud universe right now, it’s hardly enough.

The discussion turned to portability, the ability to move
data and applications from one cloud environment to an-
other. There are many reasons IT organizations might do
that: dissatisfaction with a cloud service provider, new and
better alternatives, and a change in strategy, to name a few.
The issue hit home earlier this year when cloud startup
Coghead shut down and SAP took over only its assets and
engineering team, forcing customers to find a new home
for the applications that had been hosted there.

The bigger the data store, the harder the job of moving
from one cloud to another. Some companies are putting

hundreds of terabytes of data—even a petabyte—into the
cloud, according panel members, and some of these mon-
ster databases are reportedly in Amazon’s Simple Storage
Service. Amazon’s S3 price list gives a discount for data
stores over 500 TB, so that’s entirely feasible.

“Customers with hundreds of terabytes in the cloud:
You are no longer portable, and you're not going to be
portable, so get over it,” Joyent CTO Hoffman said.

It can take weeks or months to move a petabyte of data
from one cloud to another, depending on data transfer
speeds, Hoffman said. And Amazon charges 10 cents per
gigabyte to transfer data out of S3, which comes to
$100,000 per petabyte. (That’s after you've already spent
$100,000 or more in transfer fees moving the data into S3.)

Amazon estimates it would take one to two days to import
or export 5 TB of data over a 100-Mbps connection. It has
in beta testing a work-around called AWS Import/Export
that lets customers load or remove data using portable stor-
age devices, bypassing the network. Amazon recommends
that approach if loading data would take a week or more.

What's the lesson? Getting started in the cloud may be
fast, cheap, and easy, but the longer you're there, the
harder it is to move. As data accumulates, IT needs to
monitor not just what it’s spending on cloud storage, but
also how big the tab to get out is. Price out an exit plan.

—John Foley (jpfoley@techweb.com)
Read more analysis of cloud issues at PlugIntoTheCloud.com
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tween like-to-like servers, down to the
specific chipsets. And if you're a
VMware user in-house, you may want
to learn conversion skills to Amazon’s
AMI format, Amazon Machine Image,
or Microsoft’s VHD format.

VMware, Citrix, and Microsoft are all
vying to take the lead in x86 virtual-
ization, and in doing so they will strug-
gle mightily to make it easier for com-
panies to manage hundreds or
thousands of servers through a virtual-
ization management layer. Those man-
agement tools will let IT teams run a
“cloud center” within the data center
with fewer people and less energy. Part
of the payoff of cloud computing will
come inside the data center as the
skills gained permit a “private” cloud
to operate as part of the data center
with a greater degree of automation
than before. Such a private cloud will
need to employ virtual machine load
balancing, which may include live mi-
grations, and require IT teams to de-
velop a sixth sense for when a server,
chugging along just fine, is about to be
overworked by its multiple-VM load.

Then the challenge is to make the
new combination of public cloud and
private cloud work, even when the two
environments don’t start out as per-

fectly compatible. Volantis Systems is
a U.K. company that produces the
Ubik.com server to let consumers and
small businesses create free Web pages
designed for the small screens of mo-
bile phones. Major telecom carriers in-
cluding T-Mobile and Norway’ Telenor
use Volantis’ services to build large in-
formation sites about their products
and services. Telenor uses it for its on-
line store. Rapid growth threatened to
outstrip Volantis’ storage capacity for
hosted services.

Volantis CEO Mark Watson wanted
to use cloud storage but ran into the
problem that his systems, like many in
telecommunications, are Unix-based.
His IT staff had little experience deal-
ing with the x86 Dell servers that make
up the Microsoft Azure cloud. Work-
ing with outsourcer Infosys, Volantis
created APIs between its hosted store
creation systems and Azure in two
weeks. Now it’s storing customer sites
in the cloud because it’s more scalable.
Volantis is an early test user of Azure,
Microsofts cloud service that goes into
full production in January, with cus-
tomer billing starting in February.

Microsoft is about to expand what
can be done in the cloud by not just
opening up computing capacity, but
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also by placing its development tools
in its Azure cloud and building out
services that make it easy to launch
new applications there. Salesforce, as
National Retirement Partners’ experi-
ence demonstrates, is expanding the
platform used by its applications into
an easier-to-use cloud platform where
those apps get customized and new
ones integrated alongside them.

Cloud computing is evolutionary in
many ways, in that it frequently builds
on development and deployment tech-
niques already familiar to IT organiza-
tions. If anything, it removes some of
the old obstacles to deploying applica-
tions that can scale out to large num-
bers of users.

At the same time, cloud computing
adds its own layer of complexities to
master. Learning to work with the
cloud, and fine-tuning the IT organiza-
tion and its policies to the issues the
cloud raises, isn't necessarily a require-
ment this year, depending on your com-
panys adoption. But that distant form
in the firmament is taking on concrete
shape. And its looking like a very real,
future extension of the data center.

Write to Charles Babcock at
cbabcock@techweb.com
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